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LIGHTNING now integrates
high-end functions in its new
gateways !

Thanks to its new
LIGHTNING-Linux embedded
system, Lightning focuses its
new product range to Secure
Internet Access Gateway
Appliances. Lightning is known
for its secure routers.

The new LIGHTNING-Linux
embedded system allows
Lightning to now integrate
high-end functions into its
products, in addition to the core
routing capabilities. These func-
tions make the new Lightning
Ethernet III a true Gateway
with integrated router, extended
firewall and broadband Internet
access functions.

This issue of THE
LIGHTNING-FLASH presents
the new MultiCom Ethernet I1I,
the main highlights of the secure
firewall now integrated in the
new MultiCom Ethernet family,
and the unique Lightning

configuration tools.

Dr. B. Brunner
Managing Director
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Lightning News

With the expansion of the
Internet, the protection of the
sensitive company data stored
on the computers connected
to the internal LAN network
has become of paramount im-
portance.

The demand for easy to use,
secure and affordable firewall
solutions has exploded, espe-
cially for permanent broad-
band Internet connections.

LIGHTNING's response to
this demand is the MultiCom
Ethernet III, which has three
distinct Ethernet ports and an
integrated 4-port 10/100
Mbit/s Ethernet switching
hub, allowing to connect PCs
directly in small environ-
ments. Gateway functions for
ADSL, CATV, WLL and
WLAN Internet access
modems are also included.

The MultiCom Ethernet III
extends the family of the
MultiCom Ethernet II, which
has two Ethernet ports. These
two devices are the first ones
of the MultiCom Ethernet se-
ries, a new range of Gateway
appliances. These gateways in-
clude, in addition to the
router and firewall functions,
Network Address Translation
(NAT), Single Internet User
Access, and PPPoE. This fea-
tures-combination allows ac-
cessing the Internet from your
entire network with just one

IP address.

In the near future an IPSec
option will allow you to build
a Virtual Private Network
(VPN) and to transfer data be-
tween your locations over the
Internet in a secure manner
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Corporate-class
unlimited firewall
gateway for SMEs

MultiCom Ethernet lli: the new 3-port firewall gateway

LIGHTNING introduces the MultiCom Ethernet IlI
firewall gateway. This new development of
LIGHTNING brings the security of large enterprise
firewalls, combined with broadband Internet gateway
The MultiCom Ethemer family Tunctions, into an easy to install, secure and affordable

solution for the small and medium-sized businesses.

using strong encryption algo-
rithms.

Switching hub included
The LAN port has an integrated

switching hub with four inter-
faces (10/100Mbit/s). This al-
lows connecting directly up to
four PCs, meaning a simple in-
stallation for small businesses or
home offices. The WAN
10Mbit/s Ethernet port offers
broadband access via ADSL, ca-
ble or wireless modems. A con-
sole port has been added to al-
low local management of con-
figuration facilities. Internally a
Real Time Clock (RTC) with a
2 day backup has been built to
keep all traces of the different

events that have happened even
if you have no more power sup-

ply.
Firewall with DMZ

The three integrated ports al-
low companies to divide their
network into publicly accessible
and protected zones with a sin-
gle device: Sensitive company
data resides securely in the
Intranet, inaccessible for out-
All publicly relevant

web-site content and e-mail

siders.

servers can be stored protected
on a separate server in the “de-
militarised zone” (DMZ) using
the  third  10/100Mbit/s
Ethernet port. This assures ab-
the

solute protection for
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MultiCom Ethernet lll: the new 3-port firewall gateway

Intranet data. Unwanted access,
for example by hackers, can on-
ly get as far as the DMZ, if at
all.

The MultiCom Fthernet III can act as
a -way single-direction firewall
gateway (see figure): Intranet (LAN)
can access the Internet (WAN), while
the Internet cannot access the LAN, but
only specifically allowed services of
servers connected to the third Fthernet
port (demilitarized zone, DMZ). The
DMZ can send data to the WAN, but

cannot access the LAN directy. The in-
formation on the DMZ. however can

be accessed from the LAN.

The integrated stateful firewall can send
syslog messages reporting particular
events of your secure connection.
Spedific internal user's Internet access
can be blocked with filtering. Further
firewall functions are described in the

next article.
Wireless applications
The MuliCom FEthernet III can be

used to select data to be transferred over
wireless LANs and thus filter according
to freely configurable criteria. This en-
ables the use of Wireless Ethernet
802.11 for Internet access in a city net-
work by simply inserting the device be-
tween the LAN and the wireless mo-
dem. In contrast to conventional wire-
less LAN data transmission, Ethernet
III data transmission is filtered and for-
warded to the correct network site. This
offers an interesting alternative for com-
panies who connect their local networks
on large corporate sites or in cities with
wireless communication. Another nice
application is to separate your LAN in-
to 2 sub-LLANs to have even more secu-
ity locally.
LIGHTNING-Linux

Last but not least, the new device
harnesses the power of the Linux-
Kernel 2.4 in LIGHTNING-Lin-
ux. With future firmware releases
you have access to the most up-to-

date and reliable functions. Anoth-
er benefit of the LIGHTNING-

Linux system are the time-saving
Easy Configuration tools.

Remote management

As a member of the popular Muld-
Com family, the MultiCom Ether-
net Series can be remotely managed
and remotely configured through
standard interfaces, including Web,
telnet, SNMP and a multi-plat-
form configurator. Thanks to built-
in Flash memory new firmwares
can be upgraded even over the In-
ternet without losing your own

configuration file.
The MultiCom Ethernet I1I, with

its six Ethernet connections, power-
ful firewall capabilities and com-
plete broadband Internet access
functions is the ideal firewall gate-
way for small and medium sized
enterprises, as well as extended
home offices.

The new MultiCom Ethernet gateways with firmware 3.0.1 are packed
with new features, thanks to the latest 2.4 Linux kernel. This includes a
very strong stateful firewall with Traffic Shaping, as well as interesting
new Network Address Translation features like Load Balancing and
Transparent Redirection. This article explains these new features and

their benefits.

New Firewall and NAT
features in MultiCom
Ethernet Series

Stateful Inspection

The new firewall is a powerful
stateful packet filter that is able
to track all existing connections
and not only single independent
packets, like expensive enter-
prise-level firewalls. It does de-
tailed header inspection of each
packet, including protocol,
source and destination (address-
es or ports or interfaces), TCP

flags, TCP options, ICMP type

and connection state.

Benefit: corporate enterprise-
class security for small and
medium enterprises

Fxternal Intrusion Prevention

By keeping track of all outgoing
connections, our firewall allows
only replies to established con-
nections, thus preventing any
external access to the internal
network (even when not using

NAT). While authorized access
can be silently logged, unautho-
rized connections can be direct-
ly reported to a Security
Manager.

Benefit: protects from break-ins

and WinNuke attacks

Intrusion Detection

The firewall has a simple detec-
tion scheme of intrusion at-
tempts using its advanced log-

ging feature: each type of packet
can generate a different Syslog
message, with specific security
level and text prefix. In combi-
nation with the traffic shaping,
this allows logging of only the
first packet of an attack, result-
ing in shorter and more useful
logs or to log only very frequent
traffic (like Port Scanning or
DoS attacks). It can also be used
for simple statistical usage re-
porting.

Benefit: you are not only pro-
tected, you are also warned
about potential hacker attack at-
tempts

Port Scanning

Many hacking or security advis-
ing programs, such as nmap,
Satan and Nessus, check all TCP
and UDP ports of a machine, to
detect potential weaknesses and
identify the Operating System
used by the computer. This al-
lows dangerous system-specific
attacks.

The LIGHTNING firewall is
able to allow incoming requests
only for selected authorized
services and discard any mal-



formed packet, typically used in
those attacks.

Benefit: protects from sophisti-
cated attacks

Spoofing attacks

Since hacking is considered a
crime, many hackers hide
their real identity. This is
done by forging the IP head-
er to make it look like it
comes from a different IP
address than the real one.
The LIGHTNING firewall
can guarantee that the
source address of outgoing
packets has not been forged
by a malicious internal user,
thus preventing spoofing at-
tacks originating at your site
and avoiding external com-
plaints for allowing such ac-
tivities. IP Spoofing can also
be used to gain access to
servers by tricking it into
thinking that the request
comes from inside a trusted
network. The LIGHTNING
firewall can also forbid ex-
ternal packets from using in-
ternal trusted addresses, to
prevent this attack. This
unauthorized traffic can gen-
erate Syslog messages to alert
the Security Manager that an
attack attempt is underway.

Benefit: avoids hacker at-
tacks and complaints from

external companies

Traffic Shaping

This feature allows limiting
the throughput of a specific
For 1instance,
you can limit the FTP traf-
fic, to reserve bandwidth to
Web requests. Now when a
computer tries to use too
much FTP bandwidth, its re-
quests are rejected by the
MultiCom, effectively slow-
ing down its access, so that
other users can also use the
network.

connection.

This feature prevents traffic
from congesting your net-
work or can be used to iden-
tify possible hacking at-
tempts against your net-
work. By using limits and
filters you can shape IP traf-
fic according to its type or

limit overall throughput.

Benefit: more efficient use of
your bandwidth

Misuse of Internet Connection
Internal users can be pre-
vented from using specific
services (i.e. IRC or Napster)

get from a costly WAN con-
nection.

Benefit: reduce Internet

costs, increase productivity

Denial of Service

Most DoS attacks can be avoid-
ed by rejecting malformed pack-

or reaching ets and using
specific hosts. bandwidth limi-

o o tations. This in-
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ceive different
levels of serv-
ice. This can be
linked with
bandwidth limitation to lim-
it the amount of bandwidth

firewall

Death, the UDP
diagnostic port
attack, SYN
flood attacks,
Smurf, Nestea, Bonk, LAND,
Teardrop...

a single person or group can Benefit: avoids disrupting
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Transparent Redirection

The address translation can
transparently and forcibly
redirect outgoing Web (or
FTP) requests
proxy/cache, to avoid un-

needed traffic on the WAN.

Benefit: no client proxy con-

to a local

figuration needed, better use
of the Internet connection

Load Balancing

External requests to a single
address can be redirected to
multiple internal addresses,
with a Least Recently Used
algorithm (i.e. for a Web
farm). This allows
sharing the load between
multiple machines.

Server

Benefit: avoids expensive
dedicated load-sharing
devices

Easy Configuration

The MultiCom comes with a
default set of useful filtering
Port
Scanning, External Intrusion,

IP spoofing and Denial of

rules, to prevent

Service attacks.

The bundled multi-platform
configurator lets you graphi-
cally configure and monitor
the MultiCom under
Windows,  MacOS  and
Linux. You can easily edit
and create filtering rules, es-
pecially when using the pre-
defined rules.

Benefit: automatic expert
security for your entire
network

LIGHTNING's contribution to the Open-Source community

With the completion of its own Linux distri- plete libraries with POSIX compliant APIs.
bution, LIGHTNING-Linux, LIGHTNING
is available for professional collaboration on
customized projects as well as offering direct
licensing of the LIGHTNING-Linux develop-
ment platform and administration system.
LIGHTNING-Linux is based on the very lat-

est Linux kernel version 2.4, providing com-

Current projects take advantage of the ad-
vanced routing and gateway functionality of
Linux. The Open-Source modifications are
available on LIGHTNING's Web site at:
http://www.lightning.ch/opensource/ along
with an announcement list and an email for

enquiries (opensource@lightning.ch).
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